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Respondents,

Respondent Pyramid is fined a total of $55,000, jointly and severally with
Respondent Hsu: 2 $35,000 fine for willfully failing to preserve electronic

~ communications, in violation of Exchange Act Rule 17a-4 and Conduct Rule 2110,

and a $20,000 fine for failing to comply with AML rules and reguiations, in violation
of 31 C.F.R. § 103.100 and Conduct Rules 3011 and 2110. Respondent Hsm is: (1)
fived 535,000, jointly and severally with Pyramid, and suspended for 30 business
days in all capacities for failing to cause his firm to preserve electronic
communieations in accordance with Exchange Act Rule 17a-4, in violation of
Conduct Rule 2110; (2) fined $20,000, jointly and severally with Pyramid, for failing
to comply with AML rules and regulations, in violation of Conduct Rules 3011 and

© 2110; (3) barred in all principal capacities for siguing and submitting inaccarate

certifications to FINRA, in violation of Conduet Rule 2110; and (4) fined $10,000

and suspended for 15 business days in all capacities for willfully failing to amend his
Form U4, in violation of Article V, Section 2(c) of the FINRA By-Laws and Conduct
Rule 2010, B

Appearances

Mark A. Graves, Senior Regioral Counsel, San Francisco, CA, for the Department of
Enforcement.

No appearance by or on behalf of Respondents Pyramid Financial Corporation and John
Hsu. .



DECISION
| Introduction ‘
The FINRA Department of Enforcement (“Enforcement”) filed the attached Complaint
with the Office of Hearing Officers on October 14, 2010." The Complaint charges Respondents
Pyramid Financial Corporation (“Pyramid”) and John Hsu (*Hsu”) with violations stemming
from FINRA's routine examination of Pyramid in 2008. The Complaint alieges that Pyramid
willfully failed to preserve electronic communications, in violation of Securities Exchange Ac;
Rule 17a-4 and Conduct Rule 2110; and failed to comptly with certain anti-money laundering
(“AML”) rules and regulations, in violation of 31 C.F.R. §103.100° and Conduct Rules 3011 and
2110, The Complaint 'allcges that Hsu (1) failed to cause his firm to preserve electronic
comm;;t-fﬁ;:atiorls in accordance with Exchange Act Rule 172-4, in violation of Conduct Rule
2110; (2) f’ailcd to comply with AML rules and regulations, in violation of Conduct Rules 3011
and 2110; (3) signéd and submitted inaccurate certifications to Fm in violation of Conduct |
Rule 2110; and (4) willfully failed to amend his Form U4, in violation of Asticle V, Section 2(c)
of the FINRA By-Laws and Conduct Rale 2010
Pyramid and Hsu defaulted by failing to answer or otherwise respond to the Complaint.

On January 10, 2011, Enforcement filed a Motion for Entry of Defautt Decision with the Office

' Enforcement initially filed the Compiaint with the Office of Hearing Officers on July 21, 2010; however,
Enforcement refiled it on October 14, 2010, because it had only served Respondent Hsu at his business address, not
his residential address.

? Regulation 3) C.F.R. §103.100 is 2 Department of Treasury regulation derived from the Bank Secrecy Act.

* As of July 30, 2007, NASD consolidated with the member reguiation and enforcoment functions of NYSE
Regulation and began operating under a new corporate name, the Financial Industry Regulatory Authority (FINRA).
. References in this decision to FINRA include, where appropriaie, NASD. Following consolidation, FINRA began
developing a new FINRA Consolidated Rulshook. The first phase of the pew consolidated rules became effective on
December 15, 2008, including certain conduct rules and procedural rules. See Regulatory Notice 08-57 (Oct. 2008),
This decision refers to and relies on the conduct rules that were in effect at the time of Respondent®s misconduct.
Conduct Rule 21 10 was.renumbered as Rule 2010 in the Consolidated Rutebook without substantive change. The

" applicable rules are available at www. finra.org/rules.



of Hearing Oﬂiccfs, together vgvith the Declaration of Mark A. Graves (“Graves Decl.”) and 10
exhibits. Respondents did not respond to the motion.
I Respondents _ '

Pyran;id became a FINRA member in Jur;e 1988.! The firm conducted a general
securitiés business fiom its main office in Cupertino, CA, and a branch in Temecula, CA.°
Pyramid employed four registered individuals in its two offices.® FINRA cancelled the firm’s
membership and registration on December 23, 2010, fiue to a failure to pay fees.’

Hsu founded Pyramid in 1988.* From June 1989 until Pyramid’s membership |
termination, he was registered with FINRA as a general securities representative and a general
securities principal.” He was the firm’s president and Chief Compliance Office (*CCO"), and
became its Anti-Money Laundering Officer (“AML Officer”) in April 2002." He was not
associated with a broker—dea.‘-er prior to forming Pyramid. Hsu’s association and registration with
Pwﬁd was terminated on December 23, 2010, without the filing of aUniform Tenmination
Notice for Securities Industry Registration (“Form U5”), due to Pyrarnid’s membership
cancellation.” Hsu has not registered or associated with another FINRA member firm since his

registration was terminated with Pyramid.®

* Graves Decl. § 5.
314
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* Graves Decl. § 6.
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Ill. Jurisdiction

FINRA has jurisdiction over this disciplinary proceeding, pursuant to Article V, Section 4
of FINRA’s By-Laws, because (1) the Complaint was filed within two years affer December 23,
2010, the date FINRA calncelled Pyramid’s membership, which resulted in the termination of
Hsu’s registration, and é} the Complaint charges them with misconduct that occurred while
Pyramid was a FINRA member firm.”
IV.  Respondents’ Default

Enforcement served Pyramid with the Notice of Co;nplaint and Complaint by certified | _
mail (return receipt'requcsted) at it business address recorded in the Central Regisﬁaﬁon
Depositaty (“CRD™) on October 14, 2010." The United States Postal Service (“USPS™) returned
the certified return recei?t, signed by Hsu, on October 15, 2010.” On November 15, 2010, -
Enforcement served Pyramid with the Second Noucc of Complamt and Complaint by mﬁed
mail (retumn receipt requested) at its CRD Addrcss  The certified mailing of the SecondNonce
of Complaint was retusned to Enforcement, marked “unclaimed.””

On October 14, 2010, Enforcement served Hsu with the First Notice of Complamt and
Complaint by certified mail (return receipt requested) at his two CRD Addresses (CRD Addrcss
1 and 2)." Both certified mailings were returned unclaimed.” On November 15, 2010,

Enforcement served Hsu with the Second Notice of Complaint and Complaint by certified mail

'* See Article V, Sec. 4(a), FINRA By-Laws, available at www.finra,org/Rules (then follow "FINRA Manual”
kyperlink to “Corporate Organization: By-Laws™).

** Graves Dec!. ] 10; CX-5.

" Graves Decl. § 10; CX-5, at 8.
8 Graves Decl. § 12; CX-8.

" Graves Decl. §12; CX-8, at 5. -
" Graves Decl. § 11; CX-6-7.

" Graves Decl. § 11; CX-8-10.




(return receipt requested) at his CRD addresses.” The USPS returned the certified mailings
marked “return to sender unclaimed.™" To date, R&pondcrxts havc.not responded to the
‘Complaint. | '

The Hearing Officer finds that Respondents received actual notice of this proceeding.
Hsu, Pyramid’s president, signed for the First Notice of Complaint, which apprised him of
allegations against both Respondents. Accordingly, the Hearing Officer finds that Pyramid and
Hsu defanlted by failing to answer or otherwise respond 10 the Complaint. |
V. .Findings of Fact and Conclusions of Law

A.  Failure to Preserve Electronic Communications

The Securities Exchange  Act Rule 17a-4{b)(4) requires that a broker-dealer preserve 511
communications mla@ to its business for a period of not fess than three ylear's,‘the fiest two years
in an easily accessible place. Rule 17a-4(f) establishes conditions for the preservation of required
records using electronic storage media such as computers. One of those conditions is that the |
electronic storage media must preserve the records exclusively in a non-rewriteable, non-erasable
format. As such, retaining the records in a manner that allows them to be deleted or altered is
impermissible. | N

From January 2007 through February 2008, Hsu and another Pyramid registered petson
sent and received electronic commuunications related to Pyramid’s business using personal email
accounts.” They sent the emails to Pyramid’s clearing firm and FINRA.Z The personal email

accounts were not linked to Pyramid’s email preservation system.® The business-related emails _

™ Graves DecL § 13; CX-8.

* Graves Decl, ] 13; CX-9-10.
Z Graves Decl. §16.
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sent to and received by the personal email accounts were also erasable.” FINRA staff obtained
the emails from the clearing firm, but the same emails had been defeted from Pyramid’s.
computers.” |
Hsu, as the CCO, was responsible for Pﬁmid’s compliance \a;'ith Rule 173-4.” Because
he personally sent and received a number of _thcse emails and Pyramid had been previously cited
for email preservation deficiencies,” the Hearing Ofﬁoér finds that Pyramid willfully f.ai]ed to
preserve electronic communications, in violation of Exchange Act Rule 172-4 and Conduct Rule
* 2110. Hsu violated Conduct Rule 2110 by failing to ensure that Pyramid preserved its exmails in
accordance with Exchange Act Rule 17a-4. | '
B. Failure to Comply with AML Rules and Regulations
Respondents failed to comply with AML rules and regulations in three ways: (1) they
failed to access Financial Crimes Enforcement Network (“FinCEN"), the burean within the
United States D%partment of the Treasury that administers the implementation of regulations
" under the Bank Secrecy Actl(“BSA”), and review records; (2) they failed to develop and-
implement a written AML program reasonably designed to achieve compli%mce with the BSA
and implementing regulations; and (3) they failed to properly conduct annua! independent tests
of its AML program in 2005, 2006, and 2007, Each of these vi'olatior'xs_is addressed separately
below. . |
i | FinCEN Access
Treasury Regulation 31 CF.R. § 103.100 requires bmkgr—dealers to review thei'r account

records to determine whether they maintain, or have maintained, securities accounts for any

15 Id

®1d
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individual, entity, or organization identified by the FinCEN in its periodic communications. To
comply with this requirement, a broker-dealer periodically actesses FinCEN’s secure ‘
information system electronically and compares its current and previous accounts with the names
of individuals, entities, and organizations listed in FinCEN’s system.
‘ From May 2005 through February 2008, Hsu, as Pyramid 's AML Officer, was
responsible for Pyramid’s AML complia-nce.” He failed tr.:o access FinCEN's secure information
network, failed to review the listed names, and failed to determine whether any of Pyramid’s
current or former securities customers were identified parties.” The Hearing Officer finds that as
aresult of these failures Pyramid violated 31 C.F.R.l§ 103,100 and Conduct Rule 2110, and Hsu
violated Conduct Rule 2110 by causing his firm to violate 31 CF.R. § 103.100.

2. Written AML Program _

Conduct Rule 3011(b) requires Pyramid to develop and implement a written AML
f:ompliancc program reasonably designed to-achicvc compliance with the BSA and its
impIemcnﬁng regulations. Pyramid’s written AML compliance program was not reasonably
designed to achieve compliance with 31 C.E.R. § 103.100.” It did net address the requirement to
determine whether the firm was maintaining, or had maintaix'led,'accolmk; for the individuals,
entities, and organizations identified by FinCEN.* Hsu was responsible for the adequacy of
Pyramid’s written AML program.” The Hearing Officer finds that Respondents violated Conduct
Rules 3011(b) and 2110 'by fai]ing to develop and implement a written AML program rqgspmbly .

designed to achieve compliance with 31 CF.R. § 103.100. -

2 149 18.
®1d.918.
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3. Anoual Independent Testing

Conduct Rule 3011(c) requires Pyramid to conduct an independent test of its AML
compliance program each year, IM-301 1-1 speciﬁcallf provides that independent testing may
not be conducted by the designated AML compliance @On. Hsu was the firm’s designated
AML compliance person i 2005, 2006, and 2007, and was responsible for Pyramid’s
* compliance with the independent test requirement.* In 2005 and 2006, Pyramid failed to conduct
an annual independent test* In 2007, Hsu conducted the test himself* which did not satisfy the
indepen&mt test requirement. The Hearing Officer finds th#t Pyramid and Hsu violatc;d Conduct
Rules 301 1(c) and 2110 in 2005, 2006, aﬁd .2007 by failing to conduct independent tests of
Pyramid’s AML compliance program.

C.  Falsification of Certifications Regarding Email Preservation

On May 17, 2006, FINRA accepted a Letier of Acceptance, Waiver and Consent
(“AWC") from Pyramid,” which stated that the firm faifed to preserve business-related
electronic conununif:ati;ms in MMm with Rule 17a-4.* The sanctions required the firm to,
amang other things, certify to [FINRA] at specified intervals in a written attestation, signed by
the firm’s president, that Pyramid “hes retained e-mail as required by SEC Rule 172-4.
Pyramid provided four certifications for the period from December 28, 2006, through April 11,

2008, all of which were signed by Hsu.* Each certification stated that “Pyramid Financial

* Id. 9§ 20.
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continue [sic] using a professional third party e-mail retention service ... backing up all of the
- Company’s emails....™"

As described aho;ve, between January 2007 and February 2008, electronic
communications pertaining to Pyramid’s ﬂusiness were sent to and received from personal email
accounts commlied by Hsu and another Pyramid registered person. Thm;a communications |
were not captured by a professional third-party retention service.® Accordingly, the
representations in all four certifications were faise because each certification covered a peried
during which the personal account communications were not preserved.* Further, to the extent
that Hsu intended to certify, as required by the AWC, that Pyraxﬂid had--retained its emails.as
required by Rule 17a~4, that certification was inaccurate because the petsonal email account
communications were not preserved in accordance with Rule 17a-4. |

The Hearing Officer finds that by signing and submitting certifications that contained
inaccurate information, Hsu engaged in conduct inconsistent with high standards of commercial
honor and just and equitable principles of trade and violated Conduct Rule 2110.

D. 'Failure to Amend Form U4 _

Pursuant to Article V, Section 2(c) of the FINRA By-Laws, Hsu is required to keep his
application for registration current by supplementary a:nenFlmeﬁts, to be submitted not more than
" 30 days after he Im of the facts or cim®Mces giving rise to the need to amend. Questions

14C through 14G on the Form U4 pertain to Regulatory Action Disclosures.* Question 14E, .

e,
21d.916.
14§25
* 1d.

45 ld.
“ 1d. 431




items (1)-(4), specifically identify certain outcomes of self-regulatory disciplinary actions that
require disclosure by means of “yes” answers.” Question 14G requires a “yes” answer if the
registered person has “been notified, in writing, that {he is] now the subject of any ...
investigation that could ;esult in a *yes’ apswer to any part of 14A, B, C, D, or E™* The
instructions to the Form U4, in relevant part, define an “investi gation” to include Fm
investigations “afier the ‘Wells’ notice has be;en given or ai"ter a person associated with & -
member ... has blcen advised by the staff chat it intends to recommend formal disciplinary action

.. .,,“ |

- On March 29, 2010, Enforcement sent Hsu and Pyramid, at the firm’s theﬁ-cmént CRD

address, a "Welié Notice,” a written notification that FINRA staff intended to recommend the
initiation of fm'n;al disciplinary action against each of them.® The Wells Notice informed Hsu of
the obligation to amend his Form U4 to disclose that he was the subject of a regulatory
investigation, and advised both Respondents th_at they could make a “Wells” submission in
response to the proposed charges.® On April 28, 2010, Enforcement learned that Hsu claimed
that he had not received the Wells Notice because the firm had moved to a new location.®
Enforcement then received a telephone call from Hsu during which Hsu provided his firm’s -
facsimile number and l}ig email address so that the Wells Notice could belsent to him by

facsimile or electronically.® Enforcement a&empted to send the Wells Notice to the firm’s

10 .



facsimile number on‘ several occasions, but was unsucce?;sﬁll each time.* On April 28, 2010.,—
Enforcement sent the Wells Notice to Hsu by email The staff received an electronic retum :
receipt, which indicated that the email was successfully delivered to Hsu’s email address on
April 28, 2010.%

The Wells _Notice stated that Enforcement was recommending formal disciplinary acﬁon
against Hsu for certain vio!ation_s, including vio.laAtions that could result in a bar or suspensioﬁ.”
Accordingly, Hsu was rcqun'ed to amend his Form U4 to answer “yes” to Question 14G.* Hsu
had spoken to Enforcement and received the Wells Notice. He failed to amend his Form U4 to
pr;)vide the required “yes” response.” The Hearing Officer finds that Hsu wilifully violated

Article V, Section 2(c) of the FINRA By-Laws and Conduct Rule 2010.

VI. Sanctions
A Recordkeeping
The FINRA Sanction Guidelines (“Guidelines™) for recordkeeping violations recommend
a fine of $1,000 to $10,000, and a suspension of the firm or responsible individuat forup to 3¢
business days. In an egregious case, the Sanction Guidelines recommend a fine of $10,000 to

$100,000, and suggest a lengthier suspension, or expulsicn ot a bar.®

Pyramid previously settled allegations that it violated Exchange Act Rule 172-4 and .

Conduct Rule 2110 by failing to preserve business-related electronic correspondence. Since then,

*1d.

" 1d.g29.

%1 -

7 1d 432

* 1d.

1.

% FINRA Sanction Guidelines 29 (2010), available at www finra.org/sanctionguidelines.
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the firm engaged a third-party vendor to preserve the firm’s emails. While Pyramid took the
necessary step to establish an email preservation system, it did not ensure that the system
captured business-related emails sent on personal email accounts. In light of the steps Pyramid
took since its previous disciplinary action, the Hearing Officer determines that the appropriate
remedial sanction is  fine of $35,000, jointly and severally between Pyramid and Hsu, and a 30

business-day suspension of Hsu in all capacities for this violation,

B.  Anti-Money Laundering | Y
| The Guidelines do not specifically address violations of Conduct Rule 3011. However, in

substance, the rules requiring firms to implcmcntrAML programs are supervisory requirements.
 Accordingly, the Hearing Officer considered the guidelines for supervisory violations in |
determining the appropriate remedial sanction in this case.®' The Guidelines for failing to
supervise recommend a fine of $5,000 to $50,000. They also recommend that adjudicators
consider suspending the responsible individual in ali supervisory capacities for 30 business
days® _

Here, the violation is aggravated by the fact that Hsu failed to check the FinCEN system |
for three years. In this case, Enforéement did not uncover any substantive AML problems at -
Pyraxﬁid -that were linked to the violations at issue. Accordingly, the Hearing Officer determines
that the appropriate remedial senction is a $20,000 fine, joimtly and severalty for Pyramid end

Hsu, and a 15 business-day suspension of Hsu ir all principal capacities.

$ See Depariment of Enforcement v, Domestic Securities, fnc., No. 2005001819101, 2008 FINRA Discip. LEXIS
44,a1*2] n.9 (N.A.C. Oct. 2, 2008). :

2 Sanction Guidelines 105.

12




C.  False Certifications
For forgery and falsification of records, the Guidelines recommend a fine of 35,000 to

$100,000, and a suspension in any or all capacities for up to two years in cases where mitigaﬁng -

factors eagist. In egxegious cages, the Guidelines recomingml a bar.® The Guidelines instroct
-adjudicators to consider, in addition to the principél considerations and general principles _
apphcable to all vmlatmns, the nature of the falsified document and whether mpondent hada
good fa:th but mistaken, belief of express or m:plwd authority.*

Applymg the applicable Guidelines, the Hearing Officer finds that Hsu’s violation was
‘egregious. The false certifications were provided to FINRA pursuant to a disciplinary sanction.
Hsu sent and received business rélated emails using his personal email account. Accordingly, he
knew, or should have known, that Pyramid was not capturing all of its business related email.
There are no mitigating circumstances. The Hearing Officer bars Hsu in all principal capac.ities
for this violation,

D.  Failure to Amend Form U4

For filing a false, misleading, or inaccurate Form U4, or failing to file necessm'y
amendments to a Form U4, the Guidelines recommend that an individual be fined from $2,500 to
$50,000 and suspended in all capacities for five to 30 business days. In egregious cases, the |
Guidelines call for consideration of a suspension in any or all capacities of up to two years, or &
bar.” Here, not only was Hsu the president of Pyramid, but he was also the individual at the firm

responsible for updates:to Forin U4s. The Hearing Officer finds that the appropriate remedial

sanction for Hsu is a $10,000 fine and a suspension of 15 business days in any and all capacities,

14 at 37,
i
S 1d 71-72.
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Vii, Order

Based on careful consideration of all the evidence, the Hearing Officer imposes the
foliowiné sanctions: .

A.  Pyramid

Pyramid is fined a total of $55,000 as follows:

Pyramid is fined $35,000, jointly and severally with Hsu, for m!lfully failing o preserve
electronic communicgﬁons, in violation of Exchange Act Rule 1724 and Conduct Rule 2110, as
alleged in the First Causé: of the Complaint. .

Pyramid is ﬁned_ $20.000, jointly and severally with Hsu, for failing to comply with AML
rules and regulations, in violation of 31 C.F.R. § 103.100 and Conduct Rules 3011 and 2110, as
alleged in the Second Cause of the Complaint.

B. Hsu

" Hsu s fined $35,000, jointly and severally with Pyramid, and suspended, in all capacities,
for 30 business days for failing to cause his firm to preserve electronic communications in
accordance with Exchange Act Rule 17a-4, in violation of Conduct Rule 2110, as alleged in the
First Cause of the Complaint.

Hsu is fined $20,000, jointly and severally with Pyramid, for failing to comply with AML
rules and regulations, in violation of Conduct Rules 3011 and 2110, as alleged in the Sp;:ond
Cause of the Complaint. In light of the bar in all principal capacities imposed for the Third Cause
of the Complaint, the 15 business-day suspension in all principal capacities is not imposed.

Hsu is barred in all principal capacities for signing and subr—nit.ting inaccurate
certifications to FINRA, in violation of Conduct Rule 2110, as alleged in the Third Cause of the

Cumplamt

14



Hsu is fined $10,000 and suspended for 15 business days in all capacities for willfully
failing to amend his Form U4, in violation of Article V, Section 2(c) of the FINRA By-Laws and
Conduct Rule 2010, s alleged in the Fourth Canse of the Complaint.

if this Decision becomes FINRA’s final disciplinary action in this proceeding, the
foregoing suspensions, which shall run consecutively, shall begin at the opening of business, on
Monday, April 4, 2011, and end at the close of business on Tuesday, June 7, 2011. The bar in all
princilpal capacities shall become effective immediately if this Decision becomes FINRA’ final
disciplinary action in this proceeding. The monetary sanction for Pyramid will be due and '
payable on a date set by FINRA, but not less than 30 days after this decision becomes FINRA’s
final discipliﬁary action in this matter. The fines for Hsu shall be due and payable when and-if iae

seeks to re-enter the securities industry,

Maureen A, Delaney
Hearing Officer’

Copies to:

John Hsu (via overnight courier and firsi-class mail)

Pyramid Financial Corporation (via overnight courier and first-class mail)
Mark A. Graves, Esq. (via electronic and first-class mail)

Mark P. Daver, Esq, (via electronic mail) .

David R. Sonnenberg, Esq. (via electronic mail)
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. FINANCIAL INDUSTRY REGULATORY AUTHORITY

OFFICE OF HEARING OFFICERS
Department of Enforcement,
Complainant,
V.

' I ] DiscipLINARY PROCEEDING
Pyramid Financial Corporation No. 20080116005-01
(CRD No. 23181),
and - AN
John Hsu ¢
{CRD No. 1190718), L

Respondents. ' ! . i S

COMPLAINT

The Department of Enforcement alleges:

SUMMARY
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1. This Complaint addresses violations noted in the 2008 routine examination of

Pyramid Financial Corporation (Pyramid). The violations include the firm’s failure to

comply with 31 CFR. 103.100, which requites brokes-dealers to determine whether

they maintain, or have maintained, accounts for persons, entities and associations

listed in FinCEN’s Secure Information Sharing System, its failure to develop and

implement a written anti-money laundering program reasonably designed to achieve

compliance with 31 CFR 103.100, its failure to conduct an independent test of its

Anti-Money Laundering Compliance Program (AMLCP) in 2005 and 2006, and the

inadequate and non-independent test of its AMLCP in 2007. The Complaint also




alleges that the firm failed to preserve electronic communications related to its

business as such during the period January 2007 through February 2008 and that

Respondent John Hsu falsely certified to FINRA that the firm was in compliance with

- Exchange Act Rule 17a-4 from December 28, 2006, through April 11, 2008. In

addition, Hsu willfully failed to amend his Uniform Rpplication for Securities

Industry Registration or Transfer (Form U4) within 30 days of his receipt of written

notice to disclose that he was the subject of a FINRA investigation.
e RESPONDENTS AND JURISDICTION

2. Pyramid has been a FINRA member since June 1989. The firm’s five registered
persons conduct a general securities business from Pyramid’s main office in

Cupertino, California.

3. John Hsu has been registered with Pyramid as a general securities representative and
general securities principal since he founded the firm in 1988. He currently serves as

its President, Chief Compliance Officer and AML Compliance Officer.

FRsT CAUSE OF ACTION

(Failure to Preserve Electronic Communiéations — Violations of Exchange Act Rule 17a-4 and
NASD Conduct Rule 2110 by Respondent Pyramid and NASD Conduct Rule 2110 by
' Respondent Hsu)

4. The Department realleges and incotporates by reference paragraphs 1-3 above,

5. During the period from approximately January 1, 2007, through approximately
February 29, 2008, Respondent Hsu and FSH (a/k/a NSH or NS), a person registered
with Pyramid, sent and received electronic communications related to Pyramid’s

business as such using personal e-mail accounts. The personal e-mail accounts were



not linked to the “LiveOffice™ system that was used by Pyramid 10- preserve e-mails
sent to and received by the firm’s e-mail server as required by Exchange Act Rule
17a-4; therefore, “LiveOffice” did not preserve t.hcse; electronic communications:
Further, the business-related e-mails sent to and received by the persoﬁal e-mail
accounts were not otherwise preserved in accordance with Rule 17a-4. Therefore,
d\g’ing the period from approximately January 1, 2007, through approximately
Fem 29, 2008, Respondent Pyramid wiltfully violated Rule 704 of the
§ecun'ﬁes Exchange Act of 1934 and violated Zs.}ASD Conduct Rule 2110 on each
-OGcSSion that the firm failed to preserve an electronic communication as requxred l?y.

the Rule.

6. Respondent Hsu was responsible for Pyramid’s compliance with Rule 17a-4. He. |
fai-led to cause Pyramid to preserve the electronic corr;munications sent to and
received by his'and FSH’s personal e-mail accounts in accordance with Rule 17a-4, _-
as more fully described in paragraphs 4 and 5 above. Each instance in which | .
business-related e-mails were not preserved as required by Rule 17a-4 constituted a.

separate and distinct violation of NASD Conduct Rule 2110 by Respondent Hsu.

SECOND CAUSE OF ACTION

(Failure to Comply with Anti-Money Laundering Laws and Rules - Violations of NASD
Conduct Rules 2110 and 3011 by Respondents Pyramid and Hsu) -

7. The Department realleges and incorporates by reference paragraphs 1-3,5 and 6,
above. A

8. During the period from approximately May 1, 2005, through approximately Febr'uhrg '

29, 2008, Hsu was responsible for Pyramid’s compfiance with 31 CFR 103.100,




which requires 2 broker-dealer to review its ac.r::onnt records to determine whether it
maintains, or has maintained, securities accounts for any individual; fmtity or
organjzation identified by the Financial Crimes Enforcement Network (FinCEN) in
is periodic oommunicaﬁons. To comply with this requirement, a broker-dealer
penodically a::.cesses FinCEN’s sectire information system electmnicaﬂy' and -
compares its cﬁnent and previous accounts with the names of individuals, entities and

- Organizations listed thereon.

9. Duting the period from approximately May 1, 2005, through approximately February
29,2008, Hsu failed to access FinCEN's secure information network,. failed to review
the listed names and failed to determine whether Pyramid®s current or former |
Securities custormers incladed any of the identified parties, These failures cansed
Respondent fymnﬁd to violate 31 CFR 103.100 and NASD Conduct Rule 2110, and

constituted violations of NASD Conduct Rule 2110 by Respoadent Hsu.

10. NASD Conduct Rule 3011(b) requires Pyramid to develop and implement 2 written
anti-money laundering compliance program reasonably desig_l-ted to achieve _
compliaﬁce with the Bank Secrecy Act and the implementing regulations thereunder.
The firm’s written anti-money laundering compliance program was not reasomibly

| designed to achieve compliance with 31 CFR 103. 100, in thaf it did not address the -
- requirement to determine whether the firm was maintainiﬂg, or had maintained,
accomts for the individuals, entities and organizations identified by F inCEI;I and
made available through SISS. Hsu was responsible for the adequacy of Pyramid’s
wntten aﬁti-moncy laundering program. The failure to develop and implement a

written anti-money laundering program reasonably designed to achieve compliance



_ with 31 CFR 103. 100 constituted violations of NASD Conduct Rules 3011(b) and

2110 by Respondents Pyramid and Hsu,

1. NASD Conduct Rule 3011(c) requires Pyramid to conduct an independent test of its
AMLCP each year. The ﬁn':u’s AMLCP provides that the requireti annual independent
test will be.cond;lcted before the end of the third calendar quarter. ‘Hsu was the firm’s
designated anti-money Jaundering compliance person in 2005, 2006 and 2007, and

was tesponsible for Pyramid’s compliance with the independent test requirernent. .

1210 2005 and 2006, Hiu failed to canse Pyramid to conduct an annual independent test.
In 2007, Hsu conducted the test himself; however, IM-3011-1 specifically provides
that independent testing may not be conducted by the designated anti-money -

' ]ag_md-e-ring compliance person. Therefore, Hsu failed to cause Pyramid to con&m:t an

independent test as required.

13. By reason of the conduct described in paragraphs 10 and 11, above, Respondent
Pyramid and Respondent Hsu violated NASD Conduct Rules 301 1(c) and 2110.in

2005, 2006 and 2007.

THIRD CAUSE OF Ecnou

(Falsely Certifying to Preservation of E-mails in Compliance with Rule 17a-4 —
- Violations of NASD Conduct Rule 2110 by Respondent Hsu)

14. The Department realleges and incorporates by reference paragraphs 1-3, 5, 6 and 8-
13, above.

15. On or about May 17, 2006, FINRA accepted a Letter of A;cceptance, Waiver and

Consent submitted by Respondent Pyramid. The AWC included, inter alia, findings

o



that the firm failed to preserve business-refated electronic communications in

accordance with Rule 17a-4 and sanctions requiring the firm to:

2. Establish and implement procedures reasonably designed to verify the
adequacy and eﬁ@wnm of its system for preserving electronic
communications, including procedures to review prese:n.red e-mails, determine
that all required commumications were preserved and make and ke.ep arecord
of such reviews and determinations; and |

. b, Certify to [FINRA] at specified intervals in a written atestation, signed by the
firm’s president, that Pyramid ‘;’has retained e-mai} as required -by SEC Rule
17a-4. | |

16. Pyramid providéd cettifications for the period from on or about December 28, 2006,.
through on or about April 11, 2008. The certification dated April 16, 2007, pertained
to the period from December 28, 2006, through April 15, 2007. The certification
dated October 11, 2007, pertained to thc period from April 16, 2007, through October

10,2007, The certification dated January I{, 2008, pertained to the period from

October 11, 2007, through January 10, 2008. The certification dated April 15, 2008, g

pertained to the period from January 11, 2008, through Aprii 14, 2008.

17. Hsu signed each certification identified in paragraph 15 above. Each such
certification represenied that “Pyramid Financial continue [sic) using a professional
third party e-mail retention service, Advisor Mail from LiveOffice. Advisor Mail is .

backing up ali of the Company’s emails. .. .”



18. As more fully described in paragraphs S and 6, above, electronic communications
pertaining to _Pyramid’s business as such were sent to and received from personal e-
mail accounts ;;ontrolled by Hsu and FSH. These communications, which occum:d
between January 1, 2007, and February 29, 2008, were nof captured by LiveOffice
Advisor Mail. Therefore, the representations in the certifications that Advisor Mail
was “backing up all of the Company’s e-mails” were inaccurate because each
certification pertained to a pcnod during at least part of which the pmonal acconnt
communmtlons were not preserved by Advisor Mail. Further, to the extentthat Hsu
‘intended to certify, as required bythcAWC thathramld had retained e-mail as
required by Rule 17a-4, that cemﬁcanon was inaccurate because the personal account

communications were not preserved in accordance with Rule 17a-4.

19. Hsu knew or .should have known that he and FSH were using personal e-mail
accounts for business-related communications and he knew or should have known
that such conduct caused the certifications he signed to include maccurate
representations about Pyramid’s compliance with Rule 17a-4. By signing and
submitting certifications that contained inaccurate information, Respondent Hsu

engaged in conduct inconsistent with high standards of commercial honor and just

and equitable principles of trade and violated NASD Conduct Rule 2110,

FOURTH CAUSE OF ACTION

(Failure to Amend Form U4 to Disclose FINRA Investigation — Violations of Article
V, Section 2(c) of the FINRA By-Laws and FINRA Rule 2010 by Respondent Hsu)

20. The Department realleges and incorporates by reference paragraphs 1-3, 5, 6, 8-13

and 15-19, above.




21. On or ebout March 29, 2010, the Department sent to Hsu and to Pyramid, at the
finr’s then-current business address as reflected in the Central Registration
Depository system, written notification that FINRA staff intended to recommend the
mitiation of formal disciplinary action as to the firm and as to Hsu. The written

" notification informed Hsu of the obligation to amend his Form U4 {0 disciose that he
was the subject of a regulatory investigation and advised Pyramid and Hsu that either
or both of them could make a “Wells” submission in response to the proposed

. tharges.

22, On or about April 28, 2010, the Department was advised by other FINRA staff that
Hsu claimed that he had not received the “Wells Notice™ described in paragraph 20
sbove, noting thit the firm had moved to a new business location. The Department
then received a telephone call from Hsu during which Hsu provided his firm’s
facsimile number and his electronic mail address so that the March 29, 2010, “Wells”
letter could be sent to him by facsimile and/or electronically. On or about April 25,
2010, Pyramid amended the applicant information section of its Form BD to change
its business address. |

23. On April 28, 2010, the Department sent the “Wells Notice” to Hsu by elecironic mail
after several attempts to send it to the firm’s facsimile numberasprovideti by Hsu
had failed. The electronic mail was sent to Hsu at |G ich is
Hsu’s e-mail address on the firm’s e-mail server. The staff received an electronic
return receipt, which indicated that the e-mail was successfully detivered to Hsu's -

mail address on April 28, 2010.



24, Pursuant to Article V, Section 2(c) of the FINRA By-Laws, Hsu is required to keep |
his app!icgtion for registration current by supplementary amendments, to be -
submitted not more than 30 days after he learns of the facts or cirmmstmpes giving
rise to the need to amend. Questions 14C through'lflG on the Form U4 pertain to
Regulatory Action Disclosures. Question 14E, items (1)-(4) specifically identify
certain outcomes of self-regulatory disciplinary actions that require disclosure by
means of “yes” answers. Question 14G requires a “yes” answer if the registered
person has “been notified, in wntmg, that fhe is] now the sﬁbject of any ...

‘inves_tigation that could result in a ‘yes’ answer to any part of 14A, B, C, D, orE.”
The instructions to the Form U4, in refevant part, define an “investigation” fo include

" FINRA investigations “after the ‘Wells’ notice has been gﬁm-m after a person |
associated with a member ... has been advised by the staff that it intends to

recommend formal disciplinary action ... .”

25. The March 29, 2010, letter, sent to Hsu electronically on April 28, 2010, clearly
communicated that Hsu was receiving a “Wells” notice and that the Department
intended to recommend formal disciplinarjr acticln against him for the violations noted ‘_

therein. Because the violations included NASD rules, and because a bar or suspension

could result from findings of .violation, the investigation described in the March 29,

2010, letter could result in a “yes” answer to question 14E(2) and 14E(4). Therefore,

Hsu was required to amend his Form U4 on or before May 28, 2010, to answer “yes”

to Question 14G. As of the date hereof, Hsu has wilifully failed to amend his Form

" U4, or canse it to be amended to provide the required “yes™ answer, in violation of

Article V, Section 2(c) of the By-Laws and FINRA Rule 2010.




RELIEF REQUESTED
WHEREFORE, the Department respectfully requests that the Panel:
A.  order that one or more of the sanctions provided under FINRA Rule 8310(a),

including monetary sanctions, be imposed.

B.  order that the Respondent bear such costs of proceeding as are deemed fair and

appropriate under the circumstances in accordance with FINRA Rule 8330,

of Action, was willful; the omitted information was material; and, the omission t¢

state material facts was ot a Forra U4 application.

D. . make specific findings that Respondent Pyramid willfully violated Exchange Act

Rule 17a-4._

FINRA DEPARTMENT OF ENFORCEMENT . . .
Date: July 20, 2010 A .
A. Graves, Senior Regional Counsel

Jacqueline D. Whelan, Regional Chief Counse!
FINRA Department of Enforcement

1 Montgomery Street, Suite 2100

San Francisco, CA 94104

Phone: 415-217-1119; Fax: 415-217-1201

E-mail: mark.graves@finra.org
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C. .. make specific findings that Respondent’s conduct, as alleged in the Fourth Canse
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