
?n?ANCIAL INDUSTRY REGULATORY AUTHORITY
LETTER OF ACCEFrANCE, WAIVERAND CONSENT

NO. 2011030806901

TO: Department ofEnforcement
Financial Industry Regulatory Authority ('?FINRA")

RE: UBS Financial Services Inc., Respondent

Broker-Dealer
CRDNo. 8174

UBS Securities LLC, Respondent

Broker-Dealer
CRD No. 7654

Pursuant to FINRA Rule 9216 of FINRA's Code of Procedure, Respondents UBS Financial
Services Inc. C'UBS Financial") and UBS Securities LLC (''UBS Securities," togetherwtth UBS
Financial, ?'UBS" or the '?Firm") submit this Letter of Acc?p?nc?, Waiver and Consent

("AWC"} for the purpose of proposing a setl?emeril ofthe alleged ruie violations described

below. This AWC is submitted on the condition that, if accepted, FINRA will not bring any
future actions against the Firm alleging violations based on the same factual findings described
herein.

L

ACCEPTANCE AND CONSENT

A. lhe Fimi hereby accepts and consents, without admitting or denying the lindings,
and solely for the purposes of this proceeding and any other proceeding brought
by or on behalf of FINRA, or to which FINRA is a party, prior to a hearing and
without an adjudication ofany issue of law or fact, to the e?lry of the following
findings by FINRA:

BACKGROUND

UBS Financial is a f?ll-service brokerage firm based in Wechawken, New Jersey. UBS has
approximately 12,385 registered individuals in 553 branches. It has been a FINRA mcmbcr
since 1936.

UBS Securities provides inves?nent banking, research, and securities tmding primarily to
corporate and institutional clients. UBS Securities is based in New York, New York. and has
approximately l,831 registered individualsin 13 branches. it has been a FINRA member since
1978.



.OVERVIEW

UBS had two separate failures in its electronic communication review and a?hiving systems.
Fin?, between 2008 and 201 1, UBS Financial and UBS Securities faikd tu properly retain and

mvicw attachment9 to certain written electronic communications sentto or received by Firm
employees. Second, bctwccn 2004 and 2013, UBS Securities employees and applications sent
electronic communications using shared electronic mailboxes, Throughout that period, UBS
Securities failed to maintain a record identifying the employee or application that scnt the
communications,  whichca?eed it ?o failto review many of the communications.

In addition, UBS failed to establish, maintain, and enforce a supervisory system and/or written
supervisory procedures that wcre rem?imublydesilped to achieve compliance with applicable
ruIcs regarding the review and storage ofeleotronic communications.

Asa result oftheforegoin& UBS violated Section 17(a) ofthc Sccuritics Exchange Act (thc
?Exehange Acf'), Rule 17a-4 thcrcundcr; NASD Rules 3110, 3010, and 21 10; Bnd FTNRA Rule
2010.

FACTSAND VIO?&DVE CONDUCT

A. UBS Failed to Retain and Review Cer?i? Btoomberg Message Attachments.

In addition to using UBS's email systems, UBS employees used Bloomberg L.P. (''Bloomberg")
electronic mail and instant messages (collectively, "Bloomberg Messages") to oommunicate
internally and externally.

Each day, Bloombcrg provided UBS with copies of all ofits Bloomberg Messages and their
attachments so that the Firm could ingest them into its (:mail review system and mtain them.
Bloombcrg posted to a file*ansfer p,otocol (''FTP") site one file containing aH ofthe
Bloomberg Messages and anoth?r file contair)ing atl of their attachments. UBS then downloaded
those two files into its own system fbr retention and supervision.

In or around early 2008, without informing UBS, Bloomberg changed the way it posted

electronic files to the FIP sitc. lnstcad ofposting a single file oontaining alI attachments tor ali
Bloomberg Messages, Bloomberg began posting multiple files on days when there were a large
number of attachments.

Becaa? UBS was i?ot notified oflhc ?hang?, on days when Bloomberg posted multiple
attachment tiles, UBS's system downloaded only one ofthe files from the F]P site for mtel?tioti
and supervision and did not download any additional files containing attachmcnts. Bccausc UBS
did not download theadditionai files, it wasnotable to review theattachmentscontained i?
those files. UBS's system did not detect any error because it was programmed to download one
attachment file.

' FFRA Ru?? 2010 mplaced NASD Rtde 2110 on December i 5,2008. Tl,erefo?z eon?I?ct that occuncd prior to
December 15, 2008, was a violation ofNASDRule 2110, and oondu? tlmt occurred on oraner Deoember 15, 2008,

was a violation of PINRA Rule 2010.
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From May 2009 to October 20ll, UBS employees sent and received approximately 13 million
Bloomberg Messages with attachments; about 8 million such messages had attachments that

were not ingested into UBS's archive and therefore not available for supuvisory revimv. None
of the attachments was deleted or lo?t UBS discovered the problem in October 2011 and

corrected itin November 2011.

B. UBS Securities Failed to Maintaim Sender information an?l Failcd to Review
Certain Communi?alions Senl Pr?m Shared Mailboxes.

UBS Securities used "shared" electronic mailboxes that allowed multiple users 10 send email
messages from a common mailbox. Millions of email messages were sent from these mailboxes
each year. Many of these email messages indicated that they wcre sent by the sh?ed mailbox
("Sent As" emails) rather than by a particular UBS Securities employee. As of Jamiary 2014,
UBS Securities had 2,300 shared mailboxes. Although th? majority ofthe messages sent from
these shared mailboxes were solely within UBS Securities, approximately 26% ofihe messages
were sent extema?Iy. About ltalfofthose external messages were sent via a shared mailbox by

an automated application rathcr than a UBS Securities empk?yee.

From at least 2004 through December 2013, UBS Securitics senttens ofmiilions ofcmail
messages fhom its shared mailboxes but failed to mainmin a record ofthe individual employees

or applicalion that sent the "Sent As"email messages. Becacse thme was no record as to who
sent the email mcssages, although the messages wem archived, the messages were not included
in LBS Sc?uritim's supervisory review ofemployee emails.

C. UBS Failed to Reasomably Supervise

UBS fhiled to establish, maintain, and enforce a supervisory system and/or written supervisory
procedures that were reasonably designed to achieve the Firm's compliance with applicable rules
regarding the review and storage of electronic communications. The Bloomberg message
attachment problem went undetected by UBS between 2008 and 2011 

. During that period, UBS
was not able to properly supcrvise Bloombcrg Messages with attachments. The shared mailbox
problem went undetected by ?JBS Securities betwccn 2004 and 2013. Dwing thatperiod, UBS
Securities was not abletoprcperiy supervise emails sent from a shared mailbox.

Asa result of?le foregoing, UBSviolated Section 17(a) ofthe Exchange Acg Rule 17a-4
thercunder; NASD Rules 3110, 3010, and2110; and FINRA Rule 2010.

B. Respondents also consent tn the imposition ofthe following sanctions:

For UBS Financial:

(1) a xnsure; and

(2) a fine of $200,000.
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For UBS Securities:

(1) acen?ure; and

(2) a fine of $300,000.

UBS Securities further agrees that, within 180 days ofthc issum?ce ofa Notice Qf Acceptance of
this AWC, an officer ofUBS Securities.ghall  certify in writing to James E. Day, Vice President
and Chief Counsel, FINRA Department of Enforcement, that UBS Securities has fully
mmediated the ?'Sent As" email problem desc,ibed herein. The Department of Bnforccment

may, upon ashowingof g?od cause and !n its sole discretion, extend th?timeforcompliance
withthis provision,

Respondents agree to pay the monetary Banctions upon notice thatthisAWC has been accepted
and that such payments are due and payable, Respondents have submitted an Election of
Payment fbrm showing tile method by which Respondents propose to pay the fine imposed.

Rcspondcnts specifically and voluntarily waive any right to claim that they are unable to pay,
now or at my time hereafter, the monetary sanctions imposed in this matter.

The sanctions imposed herein shall be effective on a date set by FINRA staff.

IL

WAIVER OF PROCED[JRAL RIGHTS

Respondents spocificatly an[1 voluntarily waive the following rights granted underF1NRA's
Code ofProcedure:

A. To have a Complaint issued specifying the allegations against them;

B. To be notified of Be Complaint and have the opport?mity to answer the
allegations in writing;

C To defend against the allegations in a disciplinary hearingbefore a hearing panel,

to have a wrltten record of the hearing madeand to have a written decision issued;
and

D. To appeal any such decision to the National Adjudlcatmy Council C?ACD and
then to the U.S. Secutities and Exchange Commission and a U.S. Court of
Appeals.

Further, Respondents specifically and voluntarily waive any right to claim bias or prejudgmmt
ofthe Chjef Legal Oftlcer, the NAC, orany member oftheNAC, in connection with such
person's or body'sparticipation in d?ussions regarding theterms and conditions ofthisAWC,
or other consideration of this AWC, including acceptance or rejection of this AWC.
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Respimdents further specifically and volunt?ly waive any right to claim that a person violated
the ex part c prohibitions of FINRA Rule 9143 orthe separation offunctionsprohibitions  of
FINRA Rule 9144, in connection with such person'? orbody's participation in discussions
regardingtheterrns  and conditions of this AWC, or other Consideration of this AWC, including
its acceptance or rejection.

m.

OTHER MATT'ERS

Respondentsunderstandthat:

A Submission ofthis AWC is voluntary and will not resolve this matter unless and
until it has been reviewed and accepted by the NAC, a Review Subcommittee of
the NAC, or the Office of Disciplinary Affairs ("ODA"), pursuant to FINRA Rule
9216;

B. If this AWC is not accepted, its submission will not be used as evidence to prove
any of the allegatlong against Respondents; and

C. If accepted:

l. this AWC will bccomc part ofRespondenls' p?nan?nt disciplinary
records and may be considered in my futureaotions brought by FINRA or
any other regulator against Respondents:

2. this AWC will be made available through FINRA's public disclosure
pmgram in accordance with FINRA Rule 8313;

3. FINRA may make a public announcement coneernlng this agreement and
th? subject matter thereof in accordance with FINRA Rule 8313; and

4. R?spandents may not take any action or make or permit to be made any
public statemcnt, including in regulatory filings or otherwise, denying,
d ircctly or indirectly, any finding In this AWC or create the impression
that the AWC is without factual basis. Respondents may not takc any
position in any proceeding brought by or on behalf of FINRA? or to which
FINRA is a part? that is inconsistent with miy part ofthis AWC Nothing
in this prnvision affects Respondents': (i) testimonial obligalions; or (ii)
right to take legal or factual positions in litigation or other legal
proceedings in which FlNRA is not a party.

D. Respondents may attach a Corrective Action Statement to this AWC that is a
statement of demonstrable corrective stops taken to prevent future misconduct.
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Respondents understand that they may not deny the charges or mak? any
?tcment that iS incorlsistent with the AWC in this Statment This Sta??men?
does not oonstilte factual or legal findings by FINRA, nor does it reflect the
viCW8 of FINRA or its staff.

The undersigned, on behalfofltespondents, ce?lfy that aperson duly au?orlzedto am onita
behalfhas read and u?d?stands all ofthc provisions of this AWC and has been givm a full
opportlmity to ask questions about it; has agreed to its provisions voluntarily; and that no offer,
threat, Indueement, or premise of any kind, other than the terms set forth herein and the prospect
of avoiding tl,e issuance of a Complaint, has been made to lnduce Respondmts to submit it

/\ \..??.
qrlli IIS UBS Financial Services Ine.
Date MnaMA 

n

By:-,

]?i?Ee. aIZmewuy*XZA-
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UBS Securities LLC
Date Respondent

A.Ahen 

q. Z-4N=.*Karen B Nnysbug
MkexealyDMUOrtamu/

R,vi?wed by
?br. .Yi .wRYcnne.R?

.
Ben A. Indek, Esq. KARENRKMMSKI
Morgan Lewis & Bockius LLC EMHanvED.EECnze.i.
101 Park Avenue
New York, NY 10178-0060 awxal
Counsel for Respondent
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Respondents understand that they may not deny the charges or make any
smtement that is inconsistent with the AWC in this Statement This Slateme,it
does not constitute factual or legal findings by FINRA, nor does it reflect the

views of FINRA or its staff.

'11)e undersigned. on behalf of Respondents, certify that a person duly authorized to act on its

behalf has rcad and undcrstands a?1 ofthe provisions of this AWC and has been given a full
opportunity to ask questions about it; has agreed to its provisions voluntarily; and that no offer,
threat, induceinent, or promise of any kind, other than the terms set forth hcrcin and the prospect
of avoiding the issuance ofa Complaint, has been made to induce Respondents to submit it.

UBS Financial Services Inc.
Date Respondent

BY:
Name:

Title:

UBS Securities LI.C
Date Respoi?deiit

BY:
-..-- ---Name:

Tit Ie:

Reviewed by:

-Rep ?. indek, Esq.
M?rgan Lewis & Bockius LLC
10 kPark Avenue
New Pork, NY 10178-0060
Counsel for Respondent
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Accepted by FINRA:

9/Z/15
Signed on behalfof thc

Date Dire?tor?'*'?1''?=*,?*ty

JbmdM c)
?*AY.Dad / U
VI? President ?nd Chief Counsel
FINRA Deparlmenl of Enforcement
15200 Omega Drive, Suite 300
Rockville, MD 20850
(301) 258-8520
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