
FINANCIAL INDUSTRY REGULATORY AUTHORITY
LETTER OF ACCEPTANCE, WAIVER AN?) CONSENT

NO. 2014039991001

TO: Department of Enforcement
Financial Industry Regul:?tory Authority ( 'FINRA")

RE: Scottradc.inc..Respondent
Member Finn
CRD No. 8206

Pursuatit to FINRA Rulc 9216 of FINRA'? Codc of Procedure. Respondent Sco?trade. Inc.
("Scottmdc" or the "Firm") subniit? this Lcttcr of Acccpta?icc. Waiver and Col,sent ("AWC") for
thc purpose of pmposing a settlement of the alleged rule violations described below. This AWC
is submitted on the conditioti that. if accepted, FINRA will not bring any future actions against
Scoltmde alleging violations bascd on the same factual findings dcscribcd herein.

1.

ACCEPTANCE AND CONSENT

A. Scottrade hereby accepts and col?Sents. without admitting or denying the findings,
and solely for tile purposes of this procecdiiig and any other proceeding brought
I,y or oti behalf of FINRA. or ?o whicli FINRA is a party. prior to a hearing and
without an adjudication of any issue of law or fact. to the entry of tlic following
findings by F?NRA:

BACKGROUND

Scotirade has beei, a FINRA registered brokcr-dealer since 1980. Scottrade
conducts a general securities bi,siness frolli itS main office locatcd in St. Louis.
Missouri. Thc Firm operates primarily as an o?iline broker-dealer. but has

approximately 2,000 rcgistercd individual,? and approxiniately 500 branch sites
located throughout the Unitcd States. Scottrade services individual investors

pnmarily through its internet trading site.



RELEVANT DISC?PL?NARY HISTORY

Scourade has nor heen the siihjcci ol any formal FlNRA disciplinary actions tl?at

are relcvanl to this m:ttter.

OVERVIEW

Record Retei,lion Failurcs

Froni January 30. 2011 lhrmigli January 29. 2014, Scoltrade failcd to rctaiii a
sigi?ificant Iiu?iiber of busi,?cs?-rclatcd electronic records in ?,oi?-rewritablc. ?,oi?-
crasnble fori?iat (also rcfcrrcd to as "Write-Once, Read-Maiiy" or "WORM"
format). which included key records such as suspicious activity reports. wrilte,i
supervisory procedures, ai?d customer account statements. as rcquired by SEC
Riile 17:t-4. A.; a result. Scol?radc violated SEC Rule 17a-4, NASD Rule 311(),
aiid FINRA Rules 451 1 ?iid 2010.'

From September 1. 2011 througli Scplcmber I, 2014, Scottrade also failed to
rctaii, over 160 million automatically generated notifications and illas? lnarkcting
emails *:nt o,i its behalf by third parties. in violation of SEC Rule 17a-4. NASD
Rule 3110, and FINRA Rulcs 451 1 uiid 2010.

Finally. during the samc tinie period. Sco?tradc failed to cs?abli?h a supcrvisory
systeiii reasonably dcsigncd to achieve conipliance witli SEC Rule 17?4, and
failcd to enforce writtcli supervisory procedures designed to con?ply witli SEC
Rule 17a-4. botli of wliich Contributcd to the Firm's failurc ?0 maintain its books
and records in WORM fori?ial. Througli this conduct Scoitrade violated NASD
Rule 3010 mid FINRA Rulc 2010.

Failure to Report Scttlenients of Cuslomcr Complaints

Bctwccn May 2012 alid Oclohcr 2012, Scourade failed to disclose to FINRA thc
Firm's scttlcmcnt of i, ine customer complaints. as required by FINRA Rule 4530.
ln addition. between April 2012 ai,d September 2012. Scottmde violated NASD
Ritlc 3010 by failing to establish and mnintaii, written supervisory procedures
designed to ensure the reporting of settlcmcnts with customers to FINRA.

FACTS AND VIOLATIVE CONDUCT

Record Retenlion Issues

Failure to Retain Rccords in WORM foritlat

Scctioil 17(a) oftlic Exchange Acl a,id SEC Rule 17:,-3, promulgated thereunder,

, NASD Rule 3 1 1 (1 wa.? superseded by ?:INI?A Rule 45 1 1 on Decet,?ber 5. 20 I t 
. 
Tl,e Fi rm's ?i,i?,c,,ndu?t

?,ccurred under boih NASD Rule 3110 and FINRA Rule 45 It.
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require broker-dealers to inake cerlaiti records reflecting it?? hu??incss (e.g., trade
blotters, asset and liability lcdgers. order tickcts. and tradc confirmations). SEC
Rule 17a-4 tjicn specifics the manner aiid length of time lhal thcsc records must
be maintained. Specifically. RL,!e 17a-4(f) requires that a firm using electronic
storage media to maintain thcsc rccord?? inu.?t. amo,ig other tlii?igs. "I plreservc tlie
records exclu?iivcly in a non-rcwritable. non-erasable format.- The requirement to
prcscrve records in WORM format i? a?i essential part of the investor protection
function because preservatio?i of tlie?e iecords is tlic ''primary means of
monitoring complia?ice with applicable ?;ecui ities laws, including antifraud
pmvisions and financial rcspoiisibility standards.-2

NASD Rulc 3110 requires that ?each mcmbcr shall makc and preserve books.

accouiits. records. memoranda. and correspondcncc in conformity with all
applicable laws. rulcs. regulatioii? and statements of policy promulgated
thereundcr aiid with the Rules of this Associatioii and as prcscribcd by SEC Rule
17a-3. The record keeping fomai. mcdium. and rctcntioi? period shall Comply

with Ru!c 17a-4 under thc Securities Exchange Act of 1934."'

Fm?n Jal?uary 30, 2011 ?o January 29. 2014, Scottradc personnel in different
departnlenis savcd certaii? documci,ts lo a restrictcd share drivc. which was not
WORM compliant. Each department was responsible for the retention of its own
documents. a?ld thcrc was I?o centralized doc?,ment retention process or procedure

iii place for all of the departments to follow. Scottrade also did not have a

centralized department, team. or individual responsible for eiisuring lhat the
vario?is Fimi dcpartincnls followed a consi?lcnt documcnt rctcntion process. fully
complian? with the record retention rules. including tlie requirement that all
rccords be retained in WORM format as required by Rule 17a-4.

As a result of tliC abovc, from Jan?mry 201 1 ?0 Jmiuary 2014. Scoltrade failed ?0

propcrly store a large numbcr of records of its sccurities bu:,iticss in WORM
format. includi?ig the following key records:

. Suspicious Activity Reports
? Written S?ipcrvisory Procedurcs

. Accoutit Statcnicnts

. Approxiinately 5% of Confirmation>? of Customcr Trailsactions
? Customer Identity Veiificatio,i Record?,4

5

. Custon?er Tax Forms

? Commi?sk,n Guidance I?, Br,ikcr Dealers on the Use ol' Elecimnic S?rnge Media under the Electronic Signature:,

in Global and National Commerce Act ()f 2(XX? with Rcspecl to Rule 17a-4(f). SEC lnlcrprctatitin Release No. 34-

44238,17 CFR Purt 241, at p. 3 of 15 (May l. 2001).
? Rule 3 l iu was replaced by Rule 4.i l l, ef?eelive December 5. 2()1 1 

. 
Rule 45 I l requires. ?,nung olher things. thal

firms retain records as required underthc FINRA rules and applicable Excha,?ge Ac, rules. including SEC Rulc 17a-

4.
4 Customer lden,ity Vcrilication rec??rds (i.e.. Equifa?t Rcpor?sl wcn? not sa? in WORM fi,rma? prior to October

2?.2()13.
? Customer Tax Forn,s include 1??m 1099s tto rep??r? incon,c otlwr thai, wagcs. sula,ic?. :,nd tips) und R?r,n 5498?

CIRA Contribution lnformmionl.
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? Social Media Advcrtiscmcnts aiid Communications
? T]iird-p?irty Eniail Comi,iunications

As a result of tlic forcgoing conduct. Scottrade violated SEC Rule 17?-4, as well
as NASD Rule 3110. oi?d FINRA Rulcs 451 1 and 2010.

Failure to Retain Electronic Corresvoiideiice

SEC Rule 1 7a-4(b)(4) reqi?ires firiiis to 'preserve for a pcriocl of not less than
thrcc years, the first two years iii an easily accessible place 

... 
10 lrigi?ials of all

commu,iicalions received and copies of all communications scnl by sucli mc?nber.
brokcr or dealer (ii,cluding intcr-office meii,oranda and comnlunicalions) relating
to lihc firm'sl business as suchl.I" SEC Rule 17a-4(f)(2)(ii) states that brokcr-
dcalcrs may preserve email rccords on "electronic storage media." which includes

aliy digital storage. provided that the broker-dealers preserve ?em iii WORM
forinat.

Between September L 2011 and Scpunlber 1,2014. certain outgoing cmails
generated by Scottradc's automatcd intenial systems. and ccrtain oi,lgoing etnails
and corrcspondcncc  gcncra?ed by third-party vcndors on behalf of Scoumdc, were
not copied to S?ottradc'? WORM storage device or retait,cd iii hard copy format.
As a result, Scottrade failed to retain 168.057,720 autoinatically generatcd
notifications and mass marketing cmail? scnt by third parties. Thc eniails that
Scottrade failed to retain included:

? Margin call notificalions
? Account lookout notificatioils
? Failed password attcmpt notificatioi,s

. Pattern day trader warnings
? Mnrketitig emails
? Address change notificatioils

As a result of the foregoing conduct. Scottrade violated SEC Rule 17a-4(b)(4),
NASD Rule 31 10, and FINRA Rules 451 1 and 2010.

Failure to Maintain an Adeqi?ate Supervisory System for the Retention of Firm
Records and Retention of Email Corrcspondcnce

NASD Rule 3010(a) requires FINRA member finns io cstablish and maintain
supervisory systems thal arc reaso?iably dcsigncd to achicvc compliance with
applicable securities laws. regulations. and rules. NASD Rule 3010(b) requires
firms to cs?ablisli. mai,itain, at,d enforce written procedures to supervise the types
of business in which they engage and to Supcrvise tile activities of ?lieir l?gisteird
representatives aild associated persons that are reasoilabiy dcsig,?cd to achicvc
compliance with applicable sccuritics laws. regulations. and rules.

From Ja?iuary. 30 2011 through January 29, 2014, Scottradc failed to establish,
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i?iaititain and enforce written supervisory proccdiires designed to ensure a
co?isistc,it and centralized docitment retention and prescrvation prograin. Instead.
each Scottradc department had ils own set of procedures for thc retention of
docuincnts. and n,any of tho!?e procedure? did not specify that records must be
pre?erved in WORM format. Further. the Firm did not "verify autoiiiatically Ihc
quality m?d accuracy of thc storage media recording process" for all documents
the Firm was required lo pre?crvc. a?? rcquircd by SEC Rule I 7a-4(f)(2).

As a result of the foregoitig ?oiiduci. Scottr?de failed to cslablisl? and maintain
reasonable supervisory systems and written supervisory proccdures designcd to
ensure records and ejcctrotlic com,i?unica?ions were retained and preserved in
compliance with SEC Rule 17a-4. iii violation of NASD Rule 3010(a) mid (b).
and FINRA Rule 2010.

Failure to ReDort Settlements of Customer Complaints for Amounts
Exceeding $25.000

FINRA Rule 4530(n)(1)(G) require:, nieniber firii?s lo promptly report to FINRA
any scitleme,it with a customer resolvi?ig a claim for damagcs cxcccding S25,000
that relates to the provision of financial services or relates to a financial

transaction."

Bclwccn May 30 and August 17. 2012. Scottradc settled nine customer
complaints for amounls ranging from $25,515 10 $142.807. These complaints
were reported by Scottrade i,l the quarterly rcports filed by the firm pursuant to
FINRA Rule 4530(d). but Scoltrade did i,01 report the customer settlemei,ts to
FINRA u?il nlcncd hy FINRA staff i?? JlinC 2014, Ilirough this coii<luci, tlie firm
violated FINRA Rule 4530(a)(1)(G) and FINRA Rule 2010.

In addition. bctwccn May 2012 and June 2014, Scottrade's written supervisory
procedures failcd to sct forth a proces? for whcn atid how the firm would report
such customer :icttlcincms lo FINRA. As Such, thc firni violated NASD Rulc
3010(b). which rcquircd Scottradc ?o establish and enforce written supervisory
procedures dcsigncd to cnsurc conipliance with FINRA Rulcs, including F?NRA
Rule 4530.

OTHER FACTORS

In resolving this mattcr, FINRA rccogi?ized Scotlrade's cooperation iii havi,ig
self-reported the document retention aiid prc?crvntio?i issues described hereiii. atid

undcrtaking aii intcrnal rcvicw of thc Fir?n's supcrvisory policics, procedures and

systems relating to thcsc issues. The ?anctions below reflect the crcdit that

Scottradc has been givei, for sclf-reporting thcsc issues, and for tile subslm,tial
assih'lance thc Firni providcd to FINRA during its i?ivestigation by, among other
thizigs, providiiig i?iforn?a?ion obtained as a result of the Firm's internal
investigation. Scouradc also promptly took rcmcdial stcps to correct the Firm's
document retention and record preservation system. and began employing
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corrcctivc mcasures. prior to i?itcrvcntion by a regulator. to avoid rccurrcnce of
the misconduct.

B. Scoilrade also conseiits io the iniposition ol' tlic followi?ig saiiclions:

t. A censure

2. A fi,ie of $2,600,000.

Scottrade agrees to pay the monetary sanction upon notice that this AWC has
becii accepted uiid that ?ucll paymelit i? due and payablc. Sco?rade has subn?itted
nn Elcction of Payment form ?llowing the method by which it proposes to pay tile
fine iniposed.

Scot?radc .9pecifically and volzimarily waives any right to clai,n that it is unablc 10

pay. now or at any limc hereafter. the nionetary ?anclion iniposed in this matter.

IL

WAIVER OF PROCEDURAL RIGHT,S

Scottracie specificatly and voluntarily waives the following riglils granted under FINRA's Code
of Piocedure:

A. To liave a Complaint issued bpe?ifyillg tllc allcgation? again?t it;

B. To be notificd of the Coi?plaint and lmvc tlic opportunity lo answer tl,c
allegations in writing:

C. To defend against tlic allegations in a disciplinary hearing bcfore a hearing panel,

to havc a writtcii record ol the liearing made and to have a writtcll decision issued.
atid

D. To appeal any such dccision ?o thc National Adjudicatory Council ( "NAC") n?id

tllcn to the U.S. Securities and Exchange Commission mid a U.S. Court of
Appcals.

Furtl,er. Sco?rade specifically and voluntarily waives any rigl,l to claim bias or prejudgmcnt of
the Chief Legal Officer, the NAC, or any mcmber of the NAC, in coniiection with sucli persoi?'5

or body's Imrlicipation in discussions regardii?g the terms and conditions of this AWC, or other
con,sidcrau()n of this AWC, including acceptance or rejection of this AWC.

Scotlrade further specifically and voluntarily waivcs any right to claim that a person violated the

ex parte prohibitions of F?NRA Rule 9143 or the separation of functions prohibitions of FINRA
Rule 9144, in connection with such person's or body'? participalion iii discussions regarding thc
?enns and condition? of this AWC, or othcr consideration of lhis AWC, i,icluding its acceptailce

6



or rejectim?.

III.

OTHER MATTERS

Scultradc understands that:

A. Submission of this AWC is voluntary alid will ilot resolve tlli? tnatter unlcss and

until i? has bcen reviewed a?id ncccptcd by?lic NAC. :, Review Subcommitlec of
tl,c NAC. or the Office of Disciplinary Affairs ("ODA"). pursuai,t to FINRA Rule
9216;

B. lf thi? AWC is not acccptcd. iiS submission will not. bc uscd as evidcncc to prove
any of thc allcgations against Scottrade; and

C. If accepted:

1. this AWC will become part ol Scouradc's pern,ailei?l disciplinary record
and may be considered i?? any future actions brought by FINRA or any
other rcgulator agaitisl tl?c Firni.

2. this AWC will bc made available through FINRA's p?ihlic disclosure
prograi,i in uccordancc witl, FINRA Rule 8313:

3. FiNRA may makc a public announcement concerning this agreement and
the subject matter thereol in accorda?icc with FjNRA Rulc 8313: and

4. Scottradc iliay not t:tkc miy aclioil or makc or permit to be made any
pi,blic statement, ii?cluditig in rcgulatory filings or otl?erwisc, dcnying,
directly or indirectly. any finding in this AWC or crcatc thc i?npression
uiat thc AWC i? wi?hom factual basis. Scouradc niaynot take any position
in any procccding brougl,t by or on behalf of FINRA. or to wl?ich FINRA
is a party. tliat is i??con.sislcnt witl? any part of this AWC. Nothing iii this
provisioii affccls Scottrade's: (i) testimonial obligations: or (ii) right to
takc legal or factual positions ili liligation or othcr lcgal proceedings iii
which FlNRA is tiot a party.

D. Scottradc may attach a Corrective Action Statenicl?t to this AWC that is a

staicmcnt of demonstrab!e corrcctivc steps taken to prevciit future mi?coiiduct.
Scoltradc understaiids that it may iiol deny thc charges or make any statement thaI
is inconsistent with the AWC in this Statement. This Statemeiit docs 1101

Cot?Stitutc factual oi' legal findings by FINRA. i,or does il reflcct the views of
FINRA or it?i staff.
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'rhc undersigned. oil bclialf of the Firn?, ccrlifics lhal a pcrso,i duly authorized 10 act on its bchalf
has read and understands all of the provisioii? ol' this AWC ui,d has been givcn a full opportitnity
to ask questions about it: that thc Firm has agreed ?o its provisions voli,ntarily: and ll,a? ?,o offer.
threat. induccmcn?. or promise of ai,y kind, Other thm? the tcrnis sct forth herein ai,d the prospect
of avoiding tlie issuance of a Complainl. has bccn tiiadc to iiiduce the Firm to submit it.

Respondent Scouradc. Inc.

Io/28/ 19 BR?8BY:

-Date (mnl/dd/yyyy) Ti,nothy M. Huskey
Vice President. Associate General Counsel

Rcvicwcd by:

N..HUYGhz
NIA. P. Murphy
Counscl for Respondent
Murphy & Anderson, P.A.
I 501 San Marco Blvd.
Jacksoi?ville. FL 32207
Telephone: 904-598-9282
Facsimile: 904-598-9283
Email: nniurphy@murphyandersonluw.com
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Acccptecl by FINRA:

liIiG/15
Signed on bchalfofthe

Dulc Director of ODA. by delegated authority

,
 

A,RR
Sccnia Chawla. Senior Rcgional Counsel
FINRA Department of Enforcemeiit
!20 West 12th Street. Suite 800
Kansas City, MO 64105
Tclcplionc: (816) 802-4712
Facsimile: (816)421-4519
Email: seema.chawla@finra.org
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